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Multitasking

2

    Web server

Email

Gaming

Video

Editor

Other tasks…

Music

Web server | | |



3

Preemptive scheduling v.s. Cooperative scheduling

How to schedule tasks?



Preemptive Scheduling

 Task A: read("x"); update("x",x+1) Task B: read("x"); update("x",x+1)

Concurrency bug!

Time
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Scheduler

Stale

Linux Completely Fair Scheduler (CFS)



      Task A: read("x"); update("x",x+1)  Task B: read(x); yield/await; 

Cooperative Scheduling

Time
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      Task X:                                                                     while {;}



Example: Regular Expression Denial-of-Service
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      Malicious request:                            {input: "aaaaaaaaaaaaaaaaaaa"}

function regex_handler(req, res) {

  const match = "/(a+)+b/".match(req.body);

}

app.get("/regex", regex_handler);

Reference: Davis, James C., et al. "The impact of regular expression denial of service (ReDoS) in practice: an empirical study at the ecosystem scale." Proceedings 
of the 2018 26th ACM joint meeting on european software engineering conference and symposium on the foundations of software engineering. 2018.

"safe-regex" or "worker_threads" -> Not generalizable to other problems

Stopify (PLDI’18), Compiler Interrupts (PLDI’21), Concord (SOSP’23) -> Not always practical 

-> Not flexible



A hybrid scheduler that allows only carefully controlled and developer-configurable 
preemption in an otherwise cooperative environment.
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A Hybrid Scheduling Runtime

Time
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 Task A: read("x"); update("x",x+1)  Task B: read(x); yield/await; 

Cooperative Abstraction



A Hybrid Scheduling Runtime

Time
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 Task A: read("x") Preemption  update("x",x+1)

Cooperative Abstraction + Controlled and Configurable Preemption

 Task B: read(x); yield/await; 

Safety Preemption x=x’

Flexibility Preemption Whether and when?

Timeout Health Check … What task?



Example: Regular Expression Denial-of-Service
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import hybrid

function monitor() {

  if hybrid.getTaskExecTime(regex_handler) > 100 { // ms

hybrid.abort(); 

  } else { hybrid.continue(); }

}

function regex_handler(req, res) {

  const match = "/(a+)+b/".match(req.body);

}

app.get("/regex", regex_handler);

      Malicious request:                            {input: "aaaaaaaaaaaaaaaaaaa"}

Developer-configurable Policy and Action

hybrid.registerPreemption ({

  "preemption_interval": 50, // ms

  "action": monitor });

function monitor() {

  if hybrid.getTaskExecTime(regex_handler) > 100 { // ms

hybrid.abort(); 

  } else { hybrid.continue(); }

}

function monitor() {

  if hybrid.getTaskExecTime(regex_handler) > 100 { // ms

hybrid.abort(); 

  } else { hybrid.continue(); }

}

function monitor() {

  if hybrid.getTaskExecTime(regex_handler) > 100 { // ms

hybrid.abort(); 

  } else { hybrid.continue(); }

}



System Design
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System Design: Abstraction—Introducing Configurable Preemption
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Cooperative Runtime

Main Execution 
Context Τ

func Τ;func Τ;

hybrid.registerPreemption ({

  "preemption_interval": φ,

  "action": α });



System Design: Underlying Mechanism and Implementation

Interrupt Handler 
(Orchestration)

NotificationEvent/ 
Timer φ

Preemption 
Execution Context α

State/Control Stub

Main Execution 
Context Τ

Hybrid Runtime
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+-----------+----------------+
| IPC type  |Relative Latency|
|  |  (normalized)  | 
+-----------+----------------+
| User IPI  |            1.0 |
| Signal    |           14.8 |
+-----------+----------------+

func Τ;

hybrid.registerPreemption ({

  "preemption_interval": φ,

  "action": α });



System Design: Safe Extensibility 

Interrupt Handler 
(Orchestration)

NotificationEvent/ 
Timer φ

State/Control Stub

Preemption 
Execution Context α

Main Execution 
Context Τ

Static Checker

Hybrid Runtime
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<α> ::= "continue()" | "abort()"

(1) Termination (2) No Third-party Libs (3) No State Mutation

<α> ::= "continue()" | "abort()" | <more>

<more> ::= …

 "action":α

func Τ;

hybrid.registerPreemption ({

  "preemption_interval": φ,

  "action": α });



Broader Uses

● Security: prevents asymmetric denial-of-service and resource exhaustion…

● Performance: prevents head-of-line blocking, delayed garbage collections…

● Observability: supports instrumentations, profiling…

Long-running Task Garbage CollectionCritical
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A hybrid scheduler that allows only carefully controlled and developer-configurable 
preemption in an otherwise cooperative environment.
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